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CHAPTER 5 

THE STATE OF CYBERCRIME 
Andrew Levchuk 

I. INTRODUCTION

A number of significant cybercrime developments occurred in 2016. This chapter will 
focus on recent constitutional decisions, and the most significant current developments in the 
most important computer crime statutes, including the Computer Fraud and Abuse Act 
(“CFAA”) and the Stored Communications Act (“SCA”). It will also examine new amendments 
to Rule 41 of the Federal Rules of Criminal Procedure.  

II. SELECTED CONSTITUTIONAL ISSUES

Courts continue to grapple with whether investigative targets may be compelled to 
disclose passwords to encrypted media seized by the police. As demonstrated in last year’s 
dispute over whether Apple would assist the FBI in “unlocking” the iPhone of one of the San 
Bernardino shooters,1 encryption technology has often stymied law enforcement efforts to 
access information stored electronically on smart phones, computers, and other digital media. 

The U.S. Court of Appeals for the Third Circuit is considering whether the Fifth 
Amendment places any limits on forcing a suspect to enter his password to decrypt a 
computer.2 At the heart of the case is how the courts should apply the “foregone conclusion” 
doctrine central to United States v. Hubbell3 and other act-of-production decisions. Hubbell 
held that producing business and income-related documents was testimonial – and could 
therefore not be compelled by subpoena – because the production required Hubbell to use 
“the contents of his own mind” in identifying documents responsive to the subpoena. And it 
was not a “foregone conclusion” that the government had prior knowledge of either the 
existence or the whereabouts of the documents ultimately produced. 

In the pending Third Circuit case, “John Doe” was believed to have downloaded child 
pornography from the Internet. Investigators were able to seize and decrypt Doe’s computer 
without Doe’s help pursuant to a search warrant. The search revealed evidence that Doe had 
accessed more than 20,000 files with child-porn-related file names and then stored the files 
on two encrypted external hard drives. The government applied for and obtained a warrant 
to search the two hard drives as well as an order under the All Writs Act4 ordering Doe to 

1 See FBI Unlocks San Bernardino Shooter's iPhone and Ends Legal Battle with Apple, for Now, L.A. TIMES, 
March 28, 2016, http://www.latimes.com/local/lanow/la-me-ln-fbi-drops-fight-to-force-apple-to-unlock-san-
bernardino-terrorist-iphone-20160328-story.html. 
2 United States v. Apple Mac Pro Computer et al., No. 15-3537 (3d Cir.) (argued Sept. 7, 2016). 
3 530 U.S. 27, 34 (2000). 
4 28 U.S.C. § 1651. 
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decrypt them. Doe would not comply, claiming that he did not remember the passwords. The 
district court concluded that Doe was not being truthful, and further found that he did not 
have a valid Fifth Amendment privilege against complying with the All Writs Act order. The 
district court found Doe to be in civil contempt and ordered him held until he complied with 
the order. 

Doe appealed to the Third Circuit. The government framed the issue as: “Does the 
‘foregone conclusion doctrine’ apply to Doe’s act of producing decrypted devices where the 
government knows of the existence of encrypted devices, knows that child pornography is 
stored on the devices, and knows that Doe has the ability to decrypt the devices but refuses 
to do so?”5 Doe asserts that he has a Fifth Amendment privilege not to decrypt the drives. 
The district court, he argued, forced him to testify that he knows the password, and this will 
assist the prosecution in establishing his possession of the contents of the two hard drives. 

The government argued that it is a foregone conclusion that Doe had custody and 
control over the contents of the drives. Doe responds that the doctrine cannot apply because 
the government does not know with “reasonable particularity” what the specific files are on 
the hard drives that the government believes are evidence. Ordering Doe to enter his 
password is the equivalent of making him hand over all of his files. The government cannot 
do that here because it does not know precisely which incriminating files are on the drives. 

Commenting on this case, Professor Orin Kerr argued that the forgone conclusion 
“requires focusing on what the suspect is being ordered to do and what testimony is implied 
in that particular act.”6 When a suspect is ordered to enter a password to decrypt a drive, 
the only testimony implicit in the act is “I know the password.” According to Professor Kerr, 
the relevant question is “whether the government already knows that the suspect knows the 
password.” If this is a foregone conclusion from other sources, the Fifth Amendment should 
not be a bar to compelling the production of the password. Distinguishing Hubbell, Professor 
Kerr argued that “the idea that the government must have some idea about what files exist 
and where they are located makes sense when the government has an order requiring the 
suspect to hand over a described set of files — but it makes no sense when the government is 
requiring the suspect to enter a password to access those files itself.”7 The Third Circuit is 
expected to issue its decision sometime in 2017. 

The Florida Court of Appeals recently decided Florida v. Stahl,8 in which it held that 
the state can compel a smart phone user to disclose the passcode to unlock the phone provided 
the state can demonstrate that the user knows the passcode. Stahl was accused of taking 
photos with his phone up the skirt of a female shopper in a clothing store. Police obtained a 
search warrant for the contents of the smart phone, but it was encrypted and Stahl refused 
to disclose the passcode. Although the trial court upheld Stahl’s claim that he could not be 

5 United States v. Apple Mac Pro Computer et al., No. 15-3537 (3rd Cir.), Brief for the United States filed May 
16, 2016, at p. 2. 
6 Orin Kerr, The Fifth Amendment Limits on Forced Decryption and Applying the ‘Foregone Conclusion’ 
Doctrine, WASH. POST, June 7, 2016, https://www.washingtonpost.com/news/volokh-
conspiracy/wp/2016/06/07/the-fifth-amendment-limits-on-forced-decryption-and-applying-the-foregone-
conclusion-doctrine/?utm_term=.9a7343985cb5. 
7 Id. 
8 Florida v. Stahl, 206 So.3d 124 (Fla. Dist, Ct. App. 2016). 
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compelled under the Fifth Amendment to disclose the password, the court of appeals 
disagreed and reversed. 

According to the court of appeals, for the foregone conclusion doctrine to apply, the 
State must show “with reasonable particularity that, at the time it sought the act of 
production, it already knew the evidence sought existed, the evidence was in the possession 
of the accused, and the evidence was authentic.”9 The court continued, “[t]o know whether 
providing the passcode implies testimony that is a foregone conclusion, the relevant question 
is whether the State has established that it knows with reasonable particularity that the 
passcode exists, is within the accused’s possession or control, and is authentic.”10 The State 
had established “with reasonable particularity based upon cellphone carrier records and 
Stahl’s identification of the phone and the corresponding phone number that the phone was 
Stahl’s and therefore the passcode would be in Stahl’s possession.”11 And finally, “[i]f the 
phone or computer is accessible once the passcode or key has been entered, the passcode or 
key is authentic.”12 

The court of appeals concluded that: 

The trial court departed from the requirements of the law by considering only 
part of the standard used to determine whether a communication is testimonial 
and by burdening the State with proving the existence of incriminating content 
on Stahl’s phone when that was not at issue. It further departed by requiring 
the State to establish existence beyond the reasonable particularity standard. 
Unquestionably, the State established, with reasonable particularity, its 
knowledge of the existence of the passcode, Stahl’s control or possession of the 
passcode, and the self-authenticating nature of the passcode. . . . This is a case 
of surrender and not testimony.13 

The court of appeals’ approach is consisted with Professor Kerr’s observation that 
disclosing a passcode does not imply any testimony about the contents of the phone. 

Another live constitutional issue centers on what the government may or must do with 
seized electronically stored information that falls outside the scope of a search warrant. In 
2014, a panel of the Second Circuit in United States v. Ganias, speaking through Judge Chin, 
considered “whether the Fourth Amendment permits officials executing a warrant for the 
seizure of particular data on a computer to seize and indefinitely retain every file on that 
computer for use in future criminal investigations.”14 The court held that it did not. 

Ganias was convicted of tax evasion. He challenged his conviction on the ground that 
the government violated his Fourth Amendment rights when, after lawfully copying three of 
his hard drives for off-site review pursuant to a 2003 search warrant, it retained these full 
forensic copies, which included data both responsive and non-responsive to the 2003 warrant, 
while its investigation continued, and ultimately searched the non-responsive data pursuant 

9 Id. at 135. 
10 Id. at 136. 
11 Id 
12 Id 
13 Id. at 136-37 (footnote and citation omitted). 
14 755 F.3d 125, 137 (2d Cir. 2014). 
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to a second warrant in 2006. Ganias argued that the government had successfully sorted the 
data on the mirrors responsive to the 2003 warrant from the non-responsive data by January 
2005, and that the retention of the mirrors thereafter (and, by extension, the 2006 search, 
which would not have been possible but for that retention) violated the Fourth Amendment. 
The panel agreed, and ordered that the fruits of the 2006 search should be suppressed. 
 

The Second Circuit granted the government’s suggestion for en banc review,15 leading 
some to hope for a resolution of the Fourth Amendment question about how long the 
government can keep seized data that falls outside the scope of a warrant. In an amicus filing, 
the Center for Democracy and Technology and others urged the court to hold that when the 
government seizes entire hard drives of data to facilitate particularized searches, the Fourth 
Amendment forbids the government from retaining any non-responsive data for longer than 
reasonably necessary to effectuate its search. The en banc Second Circuit did not reach that 
issue. Speaking through Judges Livingston and Lynch, the court concluded that the 
Government relied in good faith on the 2006 warrant, and that this reliance was objectively 
reasonable. 

 
Even though it did not reach the Fourth Amendment question, the court nevertheless 

engaged in extensive discussion of the issues “to highlight the complexity of the relevant 
questions for future cases and to underscore the importance, in answering such questions, of 
engaging with the technological specifics.”16 The court recognized that “[t]he seizure of a 
computer hard drive, and its subsequent retention by the government, can give the 
government possession of a vast trove of personal information about the person to whom the 
drive belongs, much of which may be entirely irrelevant to the criminal investigation that led 
to the seizure.”17 The court continued: 

 
While physical searches for paper records or other evidence may require agents 
to rummage at least cursorily through much private material, the 
reasonableness of seizure and subsequent retention by the government of such 
vast quantities of irrelevant private material was rarely if ever presented in 
cases prior to the age of digital storage, and has never before been considered 
justified, or even practicable, in such cases. Even as we recognize that search 
and seizure of digital media is, in some ways, distinct from what has come 
before, we must remain mindful of the privacy interests that necessarily inform 
our analysis. 
 

Because the court resolved the case based on the good faith exception, it did not need to 
decide the ultimate question whether the government’s retention of forensic copies of 
Ganias’s hard drives during the pendency of its investigation violated the Fourth 
Amendment. The court added that “we should not decide this question on the present record, 
which does not permit a full assessment of the complex and rapidly evolving technological 
issues, and the significant privacy concerns, relevant to its consideration.”18 
 
 Because modern digital storage potentially contains such “a vast trove of personal 
information about the person to whom the drive belongs,” some courts have imposed ex ante 
                                                           
15 824 F.3d 199 (2d Cir. 2016) (en banc) 
16 Id. at 217. 
17 Id. at 218. 
18 Id. at 220. 



The State of Criminal Justice 2017  89 
 
 

 
 

restrictions as a condition to the issuance of search warrants for digital media. Professor 
Kerr has noted that: 
 

magistrate judges generally have tried four kinds of limitations in computer 
warrant cases: first, conditions limiting the seizure of computer hardware from 
the physical place where the warrant is executed; second, conditions restricting 
the time period before seized computers are electronically searched; third, 
restrictions on how the computers are searched to limit access to evidence 
outside the warrant; and fourth, conditions on when the seized hardware must 
be returned.19 
 

Various courts have imposed ex ante restrictions, but there is no clear answer on whether 
the Fourth Amendment requires such restrictions in a given case. 
 
 Pending before the Massachusetts Supreme Judicial Court is the case of James 
Keown. 20  Keown was charged with murdering his wife after she died of an apparent 
poisoning. Police obtained a search warrant to do a forensic examination of Keown’s laptop, 
and discovered web searches for homemade poison. Keown on appeal has challenged the 
search, arguing that the scope of the warrant allowed police to conduct a nearly unfettered 
search of the computer, in violation of the particularity requirements of the Fourth 
Amendment and Article 14 of the Massachusetts Declaration of Rights. As framed in the 
Commonwealth’s brief, the issue is whether the court declined to “grant judges and 
magistrates the authority to impose ex ante restrictions on digital evidence searches, and 
instead continue to rely on the bedrock Fourth Amendment principle of reasonableness 
determined at an adversarial hearing after the search . . . .” The American Civil Liberties 
Union and other amici have filed a brief arguing that the Supreme Judicial Court should set 
limits on the scope of digital searches by requiring courts to limit execution of a warrant to 
concrete categories of relevant information prior to the warrant’s execution. The Supreme 
Judicial Court has thus far not required the imposition of ex-ante search protocols. A decision 
is expected in 2017. 
 
 

III. THE COMPUTER FRAUD AND ABUSE ACT (“CFAA”) 
 
 The CFAA, “one of the broadest federal criminal laws currently on the books,”21 was 
enacted more than 30 years ago. It continues to be a controversial statute and its expansive 
reach has, many believe, left prosecutors with too much charging discretion. The more 
problematic provisions include Subsections 1030(a)(2)(C) and (4), which prohibit accessing a 
“protected computer” without authorization or exceeding “authorized access.” “Protected 
computer” is defined to include any computer “used in or affecting interstate or foreign 
commerce.”22 One almost invariably uses a computer “in or affecting interstate commerce” 
by accessing the Internet. As has been noted by a number of writers, the terms “without 

                                                           
19 Orin S. Kerr, Ex Ante Regulation of Computer Search and Seizure, 96 Va. L. Rev. 1241, 1244 (2010). 
20 Commonwealth v. Keown, SJC-10593 (argued Feb. 10, 2017). 
21 Paul J. Larkin, Jr., United States v. Nosal: Rebooting the Computer Fraud and Abuse Act, 8 SETON HALL CIR. 
REV. 257, 261 (2012). 
22 18 U.S.C. § 1030(e)(2). 
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authorization” or exceeding “authorized access”23 are quite broad, and can result in possible 
CFAA violations for conduct that seems unworthy of criminal sanction, such as checking the 
weather while at work or using a family member’s Netflix password.24  

In July 2016, the Ninth circuit issued two important CFAA decisions that, according 
to some critics, are inconsistent with each other and further muddy the CFAA waters. The 
first decision was part of the continuing saga of David Nosal in the Northern District of 
California and in the Ninth Circuit. Nosal was a former high-level employee of Korn/Ferry 
International (“KFI”), an executive search firm with offices around the world. When Nosal 
ceased his employment with the firm in 2004, he entered into a Separation and General 
Release Agreement, and an Independent Contractor Agreement with KFI. In these 
agreements, he agreed to serve as an independent contractor to KFI. He also agreed not to 
perform executive search or related services for any other entity during the term of his 
contract. Despite these agreements, Nosal immediately began to set up his own rival 
executive search firm with the assistance of other KFI employees. Employees still at KFI had 
access to the KFI databases, and assisted Nosal in collecting KFI information to which he 
himself no longer had access.25 

The government charged Nosal under 18 U.S.C. § 1030(a)(4), which makes it a crime 
to “knowingly and with intent to defraud, access[] a protected computer without 
authorization, or exceed[] authorized access, and by means of such conduct further[] the 
intended fraud and obtain[] anything of value[.]” In 2012 the en banc Ninth Circuit affirmed 
the district court’s pretrial dismissal of five of the eight CFAA charges in United States v, 
Nosal,26 holding that the phrase “exceeds authorized access” in the CFAA does not extend to 
violations of a company’s or website’s computer use restrictions. Five of those counts were 
based on allegations that two coconspirators, while they were KFI employees, had 
downloaded material from KFI databases. The Ninth Circuit rejected the government’s 
claims that the employees exceeded authorized access by violating KFI’s use restrictions and 
purloining data for Nosal’s competing business. The en banc court held that “‘exceeds 
authorized access’ in the CFAA is limited to violations of restrictions on access to information, 
and not restrictions on its use.”27 This holding was consistent with the court’s reading of the 
“text and legislative history” of CFAA, which revealed a general purpose to punish hacking— 
“the circumvention of technological access barriers.”28 

23 See 18 U.S.C. § 1030(e)(6) (defining “exceeds authorized access” to mean “to access a computer with 
authorization and to use such access to obtain or alter information in the computer that the accesser is not 
entitled so to obtain or alter.” 
24 See, e.g., Robert D. Sowell, Misuse of Information Under the Computer Fraud and Abuse Act: On What Side of 
the Circuit Split Will the Second and Third Circuits Wind Up?, 66 FLA. L. REV. 1747 (2014); ORIN S. KERR,
COMPUTER CRIME LAW 68-70 (2d ed. 2009).  
25 United States v. Nosal, 930 F. Supp. 2d 1051, 1054-56 (N.D. Cal. 2013) 
26 United States v. Nosal, 676 F.3d 854, 859 (9th Cir. 2012) (en banc) (Nosal I). 
27 Id. at 864 (emphasis in original). The Fourth Circuit reached a similar conclusion in WEC Carolina Energy 
Solutions LLC v. Miller, 687 F.3d 199, 207 (4th Cir. 2012). 
28 The court criticized prior decisions of other circuits that interpreted CFAA broadly to cover violations of 
corporate computer use restrictions or violations of a duty of loyalty. See United States v. Rodriguez, 628 F.3d 
1258 (11th Cir. 2010); United States v. John, 597 F.3d 263 (5th Cir. 2010); Int’l Airport Ctrs., LLC v. Citrin, 440 
F.3d 418 (7th Cir. 2006). “These courts looked only at the culpable behavior of the defendants before them, and
failed to consider the effect on millions of ordinary citizens caused by the statute’s unitary definition of ‘exceeds
authorized access.’” 676 F.3d at 862.
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The case was remanded and proceeded to trial on the three CFAA counts that were 
based on a different theory. These three counts were based on allegations that two Nosal 
accomplices, after they had left KFI, used the password of another accomplice who was a 
current employee of KFI, either after being logged in by the current employee accomplice, or 
by using the current employee accomplice’s username and password with her permission. 
Because the current employee accomplice still worked at KFI and had valid login credentials, 
she was an “authorized” user, but Nosal and other accomplice former employees were not. 
Nosal was convicted of the charged CFAA violations. 

Nosal appealed his convictions, with amicus support from the Electronic Frontier 
Foundation (“EFF”). It its brief, EFF argued that the district court’s decision not to dismiss 
the CFAA counts was not: 

simply a misinterpretation of Nosal I or an expansion of the CFAA beyond 
what Congress contemplated, but an unacceptably vague construction of a 
statute that creates different consequences for two nearly equivalent courses 
of conduct: it is now a crime for a person to use an authorized individual’s 
password with their permission to access information for an improper purpose, 
but not a crime to ask that authorized individual to use their credentials to 
directly obtain the very same information themselves.29 

EFF argued that “exceeds authorized access” should be limited to those activities that involve 
“the circumvention of technological access barriers,” citing the phrase used by the majority 
in Nosal I.30 

A Ninth Circuit panel affirmed the convictions in July 2016, with Judge Reinhardt 
dissenting. The majority held that Nosal’s use of the login credentials of an authorized user, 
even with their user’s permission, constituted unauthorized access for purposes of the 
CFAA.31 The majority summarized its holding as follows: 

Embracing our earlier precedent and joining our sister circuits, we conclude 
that “without authorization” is an unambiguous, non-technical term that, 
given its plain and ordinary meaning, means accessing a protected computer 
without permission. Further, we have held that authorization is not pegged to 
website terms and conditions. This definition has a simple corollary: once 
authorization to access a computer has been affirmatively revoked, the user 
cannot sidestep the statute by going through the back door and accessing the 
computer through a third party. Unequivocal revocation of computer access 
closes both the front door and the back door. This provision, coupled with the 
requirement that access be “knowingly and with intent to defraud,” means that 
the statute will not sweep in innocent conduct, such as family password 
sharing.32 

29 See Brief of Amicus Curiae Electronic Frontier Foundation in Support of Defendant-Appellant, filed 
December 9, 2014. 
30 Id. at 7-12. 
31 United States v. Nosal, 844 F.3d 1024, 2016 WL 7190670 (9th Cir. July 5, 2016, amended December 8, 
2016)(“Nosal II”). 
32 Id. at *2. 
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As to why the current employee accomplice’s authorization did not give Nosal the right to 
access the account, the majority stated that the current employee accomplice “had no 
authority from Korn/Ferry to provide her password to former employees whose computer 
access had been revoked.” Recognizing the employee accomplice’s authorization “would 
render meaningless the concept of authorization. And, pertinent here, it would remove from 
the scope of the CFAA any hacking conspiracy with an inside person. That surely was not 
Congress’s intent.”33 

Nosal argued that the employee coconspirator’s authorization was sufficient to bring 
the case under the ruling of Nosal I. Not so, said the majority, because “an employee could 
undermine the company’s ability to control access to its own computers by willy nilly giving 
out passwords to anyone outside the company—former employees whose access had been 
revoked, competitors, industrious hackers or bank robbers who find it less risky and more 
convenient to access accounts via the Internet rather than through armed robbery.” 
The majority accordingly affirmed Nosal’s CFAA convictions under Subsection 1030(a)(4). 

In dissent, Judge Reinhardt asserted that “[t]his case is about password sharing.”34 
In his view, the CFAA “does not make the millions of people who engage in this ubiquitous, 
useful, and generally harmless conduct into unwitting federal criminals.” Judge Reinhardt 
continued: “The question that matters is not what authorization is but who is entitled to give 
it.” Referring to Professor Orin Kerr, Judge Reinhardt noted that “‘there are two parties that 
have plausible claims to [give] authorization: the owner/operator of the computer, and the 
legitimate computer account holder.’ . . . Under a proper construction of the statute, either 
one can give authorization.”35 

Nosal filed a petition for rehearing, arguing that the panel’s decision was inconsistent 
with the en banc decision in Nosal I. The court denied rehearing but the panel issued a 
revised opinion on December 8, 2016. The revised opinion included the following new 
paragraph: 

A key element of the statute is the requirement that the access be “knowingly 
and with intent to defraud.” Not surprisingly, this phrase is not defined in the 
CFAA as it is the bread and butter of many criminal statutes. Indeed, the 
district court borrowed the language from the Ninth Circuit model jury 
instructions in defining “knowingly” and “intent to defraud” for the jury, and 
Nosal does not renew any challenges to those instructions on appeal. This mens 
rea element of the statute is critical because imposing the “intent to defraud” 
element targets knowing and specific conduct and does not embrace the parade 
of hypotheticals generated by Nosal and amici.36  

Concerning the argument that the decision was inconsistent with Nosal I, the court stated 
that “these concerns are ill-founded because § 1030(a)(4) requires access be ‘knowingly and 
with intent to defraud’ and further, we have held that violating use restrictions, like a 
website’s terms of use, is insufficient without more to form the basis for liability under the 

33 Id. at *3. 
34 Id. at *19. 
35 Id. at *22. 
36 Id. at *5. 
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CFAA.”37 

The second major Ninth Circuit decision of the summer was Facebook, Inc. v. Power 
Ventures, Inc.38 Steven Vachani was the chief executive of Power Ventures, which had a 
website at Power.com. Individuals who already used other social networking websites could 
log on to Power.com and create an account. Power.com would then aggregate the user’s social 
networking information. The individual could see all contacts from many social networking 
sites on a single page. The Power user thus could keep track of a variety of social networking 
friends through a single program and could click through the central Power website to 
individual social networking sites.  

 Facebook did not approve of Power’s use of its users’ information, and sent a “cease 
and desist” letter to Power. Facebook warned that Power was violating Facebook’s terms of 
use and that it may be in violation of federal and state law. Facebook also blocked Power’s IP 
addresses. Power simply changed IP addresses and continued operating. Facebook then sued 
under the CFAA’s civil remedy provision, which provides a private right of action for “[a]ny 
person who suffers damage or loss by reason of a violation of this section.” 39 Facebook 
asserted that Power Ventures violated Subsection 1030(a)(2)(C), one of the broadest 
provisions in the CFAA, which proscribes accessing a computer “without authorization” or 
“exceed[ing] authorized access” and thereby obtaining “information from any protected 
computer.” 

Speaking through Judge Graber, the panel distilled two general rules in analyzing 
“authorization” under the CFAA. “First, a defendant can run afoul of the CFAA when he or 
she has no permission to access a computer or when such permission has been revoked 
explicitly. Once permission has been revoked, technological gamesmanship or the enlisting 
of a third party to aid in access will not excuse liability. Second, a violation of the terms of 
use of a website—without more—cannot establish liability under the CFAA.”40 The court 
asserted that this analysis was consistent with Nosal I and II. 

Based on its analysis, the panel concluded that “Power knew that it no longer had 
authorization to access Facebook’s computers [after receiving the cease and desist letter], but 
continued to do so anyway. In requests for admission propounded during the course of this 
litigation, Power admitted that, after receiving notice that its use of or access to Facebook 
was forbidden by Facebook, it ‘took, copied, or made use of data from the Facebook website 
without Facebook’s permission to do so.’”41 

The court continued: 

In sum, as it admitted, Power deliberately disregarded the cease and desist 
letter and accessed Facebook’s computers without authorization to do so. It 
circumvented IP barriers that further demonstrated that Facebook had 
rescinded permission for Power to access Facebook’s computers. We therefore 

37 Id. at *9. 
38 844 F.3d 1058 (9th Cir. 2016). 
39 18 U.S.C. § 1030(g).  
40 844 F.3d at 1067.  
41 Id. (emphasis added; capitalization omitted). 
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hold that, after receiving written notification from Facebook on December 1, 
2008, Power accessed Facebook’s computers “without authorization” within the 
meaning of the CFAA and is liable under that statute.42 

Defendants sought rehearing en banc, arguing that the panel opinion conflicted with 
the en banc decision in Nosal I. Defendants’ contended that the “panel’s rationales for 
distinguishing Nosal [I] were rejected in Nosal [I] itself, however, and they are premised on 
confusion between the act and mental state elements of the CFAA.”43 The court denied 
rehearing. As in Nosal II, the panel added a few sentences stressing that its decision was 
limited to “the stark facts before us” and that the individualized cease-and-desist letter at 
issue in the case was “a far cry from the permission skirmishes that ordinary Internet users 
may face.”44 

IV. THE STORED COMMUNICATIONS ACT (“SCA”)

The SCA 45 “[p]rotect[s] privacy interests in personal information stored in 
computerized systems, while also protecting the government’s legitimate law enforcement 
needs.”46 It “creates a zone of privacy to protect [I]nternet subscribers from having their 
personal information wrongfully used and publicly disclosed” by unauthorized private 
parties. The SCA articulates the standard the government must meet to obtain wire or 
electronic communications records from “electronic communications services”47 or “remote 
computing services.”48 There are three main components to this scheme. 18 U.S.C. § 2703 
creates rules that federal and state law enforcement officers must follow to compel disclosure 
of stored communications from network service providers. Section 2702 regulates voluntary 
disclosures by network service providers of customer communications and records, both to 
government and nongovernment entities. Finally, Section 2701 prohibits unlawful access to 
certain stored communications.  

Investigators have used Section 2703 of the SCA to obtain historic cell site location 
information (CSLI). Section 2703 allows a court to issue an order on a showing of less than 
probable cause, based on a demonstration of “specific and articulable facts showing that there 
are reasonable grounds to believe that . . . the records . . . are relevant and material to an 
ongoing criminal investigation.” 18 U.S.C. § 2703(d). In United States v. Graham, a divided 
panel of the Fourth Circuit decided that the government obtained evidence of Aaron 
Graham’s CSLI in violation of the Fourth Amendment, notwithstanding that the government 
had obtained an order under Section 2703(d).49 The government petitioned for 
rehearing, and the en banc Fourth Circuit reversed the decision of the panel. The majority 
held that tracking a suspect via data from phone companies is not a search within the 
scope of the 

42 Id. at 1068 (footnote omitted). 
43 Petition for Panel Rehearing and Rehearing En Banc at 1-2, filed Aug. 9, 2016. 
44 2016 WL 7190690 at *7, and n. 1 
45 18 U.S.C. §§ 2701 et seq. 
46 In re Subpoena Duces Tecum to AOL, LLC, 550 F. Supp. 2d 606, 610 (E.D. Va. 2008) 
47 18 U.S.C. § 2510(15). 
48 18 U.S.C. § 2711(2). 
49 796 F.3d 332 (4th Cir. 2015), rev’d, 824 F.3d 421 (2016)(en banc). 
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Fourth Amendment. That was because of the third-party doctrine of Smith v. Maryland,50 
which holds that an individual enjoys no Fourth Amendment protection in information he or 
she voluntarily turns over to a third party. “Applying the third-party doctrine to the facts of 
this case, we hold that Defendants did not have a reasonable expectation of privacy in the 
historical CSLI.”51  

In long-anticipated SCA opinion, the Second Circuit handed down its decision 
reversing the contempt order against Microsoft Corporation for refusing to produce email 
content that was stored on servers in Ireland. See In the Matter of A Warrant to Search a 
Certain E-mail Account Controlled and Maintained by Microsoft Corporation.52 The SCA 
under 18 U.S.C. § 2703 allows the government to procure a warrant requiring the disclosure 
of e-mail content by an electronic communications service provider. Although the SCA uses 
the term “warrant,” the resulting order is not a conventional warrant. The order instead “is 
a hybrid: part search warrant and part subpoena” because “[i]t is obtained like a search 
warrant” but “executed like a subpoena in that it is served on the [Internet Service Provider] 
in possession of the information and does not involve government agents entering the 
premises of the [Internet Service Provider] to search its servers and seize the e-mail account 
in question.” The district court continued: “To be sure, the ‘warrant’ requirement of section 
2703(a) [of the SCA] cabins the power of the government by requiring a showing of probable 
cause not required for a subpoena, but it does not alter the basic principle that an entity 
lawfully obligated to produce information must do so regardless of the location of that 
information.”53 The district court said this structure supported the government's argument 
that the SCA does not implicate extraterritoriality principles as would a search warrant 
issued under Fed. R. Crim. P. 41. The court found that “the concerns that animate the 
presumption against extraterritoriality are simply not present here: an SCA Warrant does 
not criminalize conduct taking place in a foreign country; it does not involve the deployment 
of American law enforcement personnel abroad; it does not require even the physical presence 
of service provider employees at the location where data is stored.”54 

Microsoft opened its Second Circuit brief with the following provocative hypothetical: 
“Officers of the local Stadtpolizei investigating a suspected leak to the press descend on 
Deutsche Bank headquarters in Frankfurt, Germany. They serve a warrant to seize a bundle 
of private letters that a New York Times reporter is storing in a safe deposit box at a Deutsche 
Bank USA branch in Manhattan. The bank complies by ordering the New York branch 
manager to open the reporter’s box with a master key, rummage through it, and fax the 
private letters to the Stadtpolizei.”55 That scenario, according to Microsoft, was analogous to 
the government’s attempt to obtain private email communications from a server in Ireland 
without a request to Ireland. Microsoft was supported by a host of amici, as well as by  
Ireland. 

50 442 U.S. 735, 743-44 (1979). 
51 824 F.3d at 427. 
52 15 F.Supp.3d 466 (S.D.N.Y. 2014), rev’d, 829 F.3d 197 (2d Cir. 2016), reh’g denied (en banc), 2017 WL 362765 
(Jan. 24, 2017). 
53 15 F. Supp. 3d at 472. 
54 Id. at 475. 
55 Brief for Appellant, In the Matter of a Warrant to Search a Certain E-mail Account Controlled and 
Maintained by Microsoft Corporation, filed Dec. 8, 2014, No. 14-2985 (2d Cir.). 
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The Second Circuit reversed. Speaking through Judge Carney, the panel stated: 
“Although the [CFAA]’s focus on the customer’s privacy might suggest that the customer’s 
actual location or citizenship would be important to the extraterritoriality analysis, it is our 
view that the invasion of the customer’s privacy takes place under the SCA where the 
customer’s protected content is accessed—here, where it is seized by Microsoft, acting as an 
agent of the government.”56 Because the protected content was “accessed” in Ireland, the 
SCA could not authorize the seizure of the emails because it did not apply extraterritorially. 
The court took issue with the magistrate judge’s contrary conclusion that the execution of the 
warrant was not extraterritorial: 

First, his narrative affords inadequate weight to the facts that the data is 
stored in Dublin, that Microsoft will necessarily interact with the Dublin 
datacenter in order to retrieve the information for the government’s benefit, 
and that the data lies within the jurisdiction of a foreign sovereign. Second, the 
magistrate judge’s observations overlook the SCA’s formal recognition of the 
special role of the service provider vis-à-vis the content that its customers 
entrust to it. In that respect, Microsoft is unlike the defendant in Marc Rich 
and other subpoena recipients who are asked to turn over records in which only 
they have a protectable privacy interest.57 

Judge Lynch concurred, stating that “[i]f we frame the question as whether Congress has 
demonstrated a clear intention to reach situations of this kind in enacting the [SCA], I think 
the better answer is that it has not . . . .”58 

The government sought rehearing en banc. The government did not dispute the 
panel’s conclusion that the Section 2703 of the SCA does not apply extraterritorially. 
However, relying on RJR Nabisco, Inc. v. European Community59 and Morrison v. National 
Australia Bank Ltd.,60 the government argued that the question was whether the order 
requiring disclosure of the content stored in Ireland was merely a domestic application of the 
SCA. Looking per RJR at the “focus” of the statute, the government argued that the focus of 
Section 2703 was “plainly disclosure, not privacy,” 61  and therefore Section 2703 was 
enforceable since ordering disclosure from a U.S.-based entity was a permissible domestic 
application of the SCA. The government also argued: 

Unlike Microsoft, some major providers cannot easily determine where 
customer data is physically stored, and some store different parts of customer 
content data in different countries. Major U.S.-based providers like Google and 
Yahoo! store a customer’s email content across an ever-changing mix of 
facilities around the world. To the extent content is stored abroad by the 
provider at the moment the warrant is served, the Opinion has now placed it 
beyond the reach of a Section 2703 warrant, even when the account owner 

56 829 F.3d at 220. 
57 Id. at 220-221. 
58 Id. at 230. 
59 136 S. Ct. 2090 (2016). 
60 561 U.S. 247 (2010). 
61 In the Matter of a Warrant to Search a Certain E–Mail Account Controlled and Maintained by Microsoft 
Corporation, supra, Petition for Rehearing and Rehearing En Banc, filed Oct. 13, 2016, at p.11. 
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resides in the United States and the crime under investigation is entirely 
domestic.62 

The panel’s opinion thus created significant practical problems for law enforcement. 

A divided Second Circuit denied rehearing en banc by a vote of 4-4.63 Judges Jacobs, 
Cabranes, Raggi, and Droney each filed a separate dissent. Judge Jacobs wrote: 

As all seem to agree, and as the government concedes, the [SCA] lacks 
extraterritorial reach. However, no extraterritorial reach is needed to require 
delivery in the United States of the information sought, which is easily 
accessible in the United States at a computer terminal. . . . Extraterritoriality 
need not be fussed over when the information sought is already within the 
grasp of a domestic entity served with a warrant. The warrant in this case can 
reach what it seeks because the warrant was served on Microsoft, and 
Microsoft has access to the information sought. It need only touch some keys 
in Redmond, Washington. If I can access my emails from my phone, then in an 
important sense my emails are in my pocket, notwithstanding where my 
provider keeps its servers.64 

All of the dissenting judges argued that given the issue’s “exceptional importance to public 
safety and national security,” it was worthy of en banc review. 

On February 3, 2017, a magistrate judge in the Eastern District of Pennsylvania came 
to a conclusion contrary to that of the Second Circuit. In the case of In re Search Warrant No. 
16-960-M-01 to Google,65 Google responded to SCA search warrants with emails that it knew 
were stored on servers in the United States, but declined to turn over emails that could be 
stored outside the United States. Disagreeing with the Second Circuit’s approach, Magistrate 
Judge Rueter held that “[u]nder the facts before this court, the conduct relevant to the SCA's 
focus will occur in the United States.”66 He concluded that “the invasions of privacy will 
occur in the United States; the searches of the electronic data disclosed by Google 
pursuant to the warrants will occur in the United States when the FBI reviews the copies 
of the requested data in Pennsylvania.” This was a “permissible domestic application of the 
SCA, even if other conduct (the electronic transfer of data) occurs abroad.”67 In light of this 
decision, it will be interesting to see whether the Department of Justice petitions the 
Supreme Court for a writ of certiorari in the Microsoft case.

Attempts to amend the SCA include most recently the introduction of “The E-mail 
Privacy Act,” H.R. 387, on January 9, 2017.68 H.R. 387 passed by voice vote in the House of 
Representatives on February 6, 2017. Among other provisions, this bill would eliminate the 

62 Id. at 3. 
63 In the Matter of a Warrant to Search a Certain E-Mail Account Controlled and Maintained by Microsoft 
Corporation, 2017 WL 362765 (2d Cir. Jan. 24, 2017)(en banc). 
64 Id. at *6. 
65 No. 2:16-mj-01061-TJR (E.D. Pa . Feb. 3, 2017). 
66 Id., slip op. at 24. 
67 Id. 
68 https://www.congress.gov/bill/115th-congress/house-bill/387?r=5 
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SCA’s “180-day rule,” under which unretrieved emails and text messages that have been 
stored with a remote computing service for more than 180 days can be compelled from 
providers with a subpoena or court order rather than a search warrant. It also makes clear 
that law enforcement may obtain the contents of wire or electronic communications “only if 
the governmental entity obtains a warrant issued using the procedures described in the 
Federal Rules of Criminal Procedure . . . .” Section 2703(d) presently requires only that 
“specific and articulable facts showing that there are reasonable grounds to believe that the 
contents of a wire or electronic communication . . . are relevant and material to an ongoing 
criminal investigation.” Under present Sections 2703(b) and (d), the government has 
argued that it is allowed to obtain e-mail content without obtaining a warrant based on 
probable cause.69  

V. AMENDMENTS TO FED. R. CRIM. P. 41

Amendments to Rule 41 of the Federal Rules of Criminal Procedure took effect on 
December 1, 2016. These amendments have been both widely reported and controversial. 

The first amendment of the rule deals with the venue for a warrant application. 
Amended Fed. R. Crim. P. 41(b) now provides: 

(6) a magistrate judge with authority in any district where activities related to
a crime may have occurred has authority to issue a warrant to use remote
access to search electronic storage media and to seize or copy electronically
stored information located within or outside that district if:

(A) the district where the media or information is located has been
concealed through technological means; or

(B) in an investigation of a violation of 18 U.S.C. § 1030(a)(5), the media
are protected computers that have been damaged without
authorization and are located in five or more districts.

According to the Advisory Committee Notes, this amendment identifies two specific 
circumstances in which “a magistrate judge in a district where activities related to a crime 
may have occurred has authority to issue a warrant to use remote access to search electronic 
storage media and seize or copy electronically stored information even when that media or 
information is or may be located outside of the district.” In particular, subparagraph (b)(6)(A) 
provides authority to issue a warrant to use remote access within or outside that district 
when the district in which the media or information is located is not known because of the 

69 This argument was rejected in United States v. Warshak, 631 F.3d 266 (6th Cir. 2010), a Sixth Circuit 
decision involving government access to e-mails held by Yahoo. Investigators relied on Section 2703(b) to 
subpoena Yahoo for the contents of stored e-mails relating to a criminal enterprise. Yahoo complied, and it gave 
investigators copies of thousands of e-mail messages without a warrant. The Sixth Circuit held that obtaining 
the contents of e-mails without a warrant was unconstitutional because users have a reasonable expectation of 
privacy in their e-mails just like their letters and phone calls. As a result, the provision of the SCA permitting 
the government to obtain e-mails with less process than a warrant did not satisfy the required Fourth 
Amendment standard. See id. at 288 (“[T]o the extent that the SCA purports to permit the government to obtain 
such emails warrantlessly, [that portion of] the SCA is unconstitutional.”) 
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use of technology such as anonymizing software. 

The problem this amendment is designed to address was illustrated in United States 
v. Levin.70  In Levin, Judge William Young of the District of Massachusetts suppressed
evidence seized in Massachusetts based on a search warrant issued in the Eastern District
of Virginia. The warrant authorized federal investigators to use computer code to penetrate
the digital security of users of the Tor anonymizing network. The FBI was investigating
“Playpen,” a child pornography website operating as a Tor hidden service. During the
investigation, the FBI secretly seized servers running the website and continued to operate
it rather than shut it down, allowing thousands of images to be downloaded. While running
the site, the FBI sent computer code to visitors’ computers. The code allowed the FBI to access
the computers of users of the site. According to the EFF, the government thus obtained a
single warrant that authorized the search of over 150,000 electronic devices located all over
the world.71

Using the Tor-cracking code, the FBI was led to Levin’s computer. Levin moved to 
suppress, and Judge Young granted the motion, finding that the previous iteration of Rule 
41 did not permit a magistrate judge in the Eastern District of Virginia to authorize a search 
in the District of Massachusetts. In Judge Young’s words, the warrant “was issued without 
jurisdiction and thus was void ab initio.”72 The government’s appeal is now pending before 
the First Circuit. In addition to the Rule 41 argument, Levin argues that the warrant did not 
meet the Fourth Amendment requirement of “particularly describing the place to be 
searched, and the . . . things to be seized.”73 

Subparagraph (b)(6)(B) of new Rule 41 allows a warrant to use remote access within 
or outside the district in an investigation of a violation of 18 U.S.C. § 1030(a)(5) if the media 
to be searched are protected computers that have been damaged without authorization, and 
they are located in many districts. According to the Advisory Committee “[c]riminal activity 
under 18 U.S.C. § 1030(a)(5) (such as the creation and control of ‘botnets’) may target multiple 
computers in several districts. In investigations of this nature, the amendment would 
eliminate the burden of attempting to secure multiple warrants in numerous districts, and 
allow a single judge to oversee the investigation.” 

The second amendment is to Rule 41(f)(1). The new language is underscored below: 

(C) Receipt. The officer executing the warrant must give a copy of the
warrant and a receipt for the property taken to the person from whom, or from 
whose premises, the property was taken or leave a copy of the warrant and 
receipt at the place where the officer took the property. For a warrant to use 
remote access to search electronic storage media and seize or copy 

70 186 F. Supp. 3d 26 (D. Mass. 2016), appeal pending, No. 16-1567 (1st Cir.) 
71 United States v. Levin, No. 16-1567 (1st Cir.) 
72 186 F. Supp. 3d at 44. 
73 U.S. CONST., amend. IV. For other decisions on the FBI’s use of this technique, see, e.g., United States v. 
Austin, 2017 WL 496374 (M.D. Tenn. February 2, 2017) (denying motion to suppress because FBI transmission 
of code qualified for “tracking device” exception to territorial limits on magistrate judge's authority to issue 
search warrants); United States v. Jones, 2017 WL 511883 (S.D. Oh. Feb. 2, 2017) (finding that any “search” was 
conducted in Eastern District of Virginia, the district in which warrant was issued and that, in any event, good 
faith exception applied). 
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electronically stored information, the officer must make reasonable efforts to 
serve a copy of the warrant and receipt on the person whose property was 
searched or who possessed the information that was seized or copied. Service 
may be accomplished by any means, including electronic means, reasonably 
calculated to reach that person. 

According to the Advisory Committee Notes, the purpose of this amendment is 
“to ensure that reasonable efforts are made to provide notice of the search, seizure, or 
copying, as well as a receipt for any information that was seized or copied, to the 
person whose property was searched or who possessed the information that was seized or 
copied.” 

Some have argued that new Rule 41(b)(6) is problematic because it permits the 
search of victim computers—that is, computers infected with malware tied to a botnet, 
but not involved in wrongdoing by the owner of the computer. Innocent third-party owners 
of infected computers may have their computers hacked a second time, by their 
government, thus potentially exposing the third party’s unrelated data to law 
enforcement. The Justice Department responded to this criticism by noting that “the 
‘searches’ being contemplated here would, typically, be done only to investigate the 
extent of the botnet, or to obtain information necessary to liberate victims’ computers 
from the botnet.”74 There are those, however, who would hesitate to have their computer 
hard drives “liberated” in this fashion. 

 The EFF highlights another concern: “because this provision permits 
hacking when the government doesn’t actually know the device’s location, this 
provision will inevitably implicate devices and searches located outside the United 
States—which means the executive branch will be asking magistrates to sign off on 
activities that could violate international law and the laws of foreign nations . . . .”75 Or 
as one commentator put it, “under the new rule, a judge in California could approve a 
warrant allowing federal agents to lawfully hack into a computer without knowing its 
true location, whether it be New York, Budapest, or one of Jupiter’s moons.”76 The 
Second Circuit’s Microsoft SCA case illustrates the sensitivities involved in cross-
border searches. There the government of Ireland and a member of the European 
Parliament filed amicus briefs and vigorously argued that electronic information stored 
in Ireland was beyond the reach of legal process issued by a court in the United States. 

VI. CONCLUSION

This brief summary provides a selection of recent highlights of this rapidly emerging 
field of criminal law. Because electronic devices such as cell phones, portable computers, and 
storage media are involved in almost every criminal case, keeping current on these issues 
will be critical for all prosecutors and defense attorneys. 

74 https://www.justice.gov/opa/blog/additional-considerations-regarding-proposed-amendments-federal-rules-
criminal-procedure. 
75 https://www.eff.org/deeplinks/2016/12/expanded-government-hacking-powers-need-accompanying-safeguards. 
76 https://www.theatlantic.com/politics/archive/2016/04/supreme-court-fbi-hacking/480498/. 




